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T TAT 2 NT AL ZADIRIIR E L TUET A ABFHERED VR ThH D, BRI T 4
AV BERENT —Z OBHI OB EZBET 570 61X, 74 A7 EEICRESN DT — X2 25T
DRBNRFHET B D, WAL — XL RN B TPM NICRIFAIRETH 5 %,

T =B RAERTRTY FAT 2 TN, RZEETHUSBAEY | SMFTFSSDT 1+ 2 7 13k
DIUATBEI LDOTHY, TOEMEZRENNZCHETRETHDL, BERELTDZ I T FED
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A b L=V —ERAOFMITER L TIZZTAE S JFANCHEV, AT AEBE DN EHARETH 5 Z
EMEETHDY, v F=ITE LTSN TWEZ 70 RP—ERTT AU FARFESTD
A, BEBREIC 2> - FH B FRAEL TWD ™,

Wb LTOIIAT UV b TR ADN=R Y =27 KOEATHHEY 7 by =TI EEZE
T 5, B OFl L LTiESolarWinds (Do 27 DEFY — VWY 7T A F = — L WL > TR
ET778A% b6 L™, MEICEBNTHREPHR SILTOHRTIEZRY, ENTH#HE R
B XY 7 ¢ A KE O [NIST SP800-171) & FFREFM(LT 2K IEATTH Z & ZMFTL T

l/\é 60O

NV SRORELRE

IR FERICHRAERE LT LU — 2R A ORIN B ZTAICE S ¥ X 2 U 7 4 FHICOVWT Y T
A7 MERRZEICBER L CTX 7z, ZTAIZEF 2V 7 4 BHOFLA TR ARSI NSO R TS
D, EXa2 VT BT ISR D, KEDOEF 2 )T 4 P E AR H OMEIC LU,
ZTA DRI ONT, m— K~ v FHEEH38%. AR T 26%, REF11% THY ., BEICHE
LTS L DREIZIZ20%IZIEE D & DFERBHTND Y, —HTA v ¥ —2y MM CTILE I
HEELINE D LT RABRINTND Y, SOV A N—KEIEEA Y TOLONEL, B
B Hb B TR & AT &M SNSRI L e b 2 R TFHRIND Y,

A B =Ky NeRAEE LT AT M3, UFERP OOV T — v AT K EGEE L THx
AR A BEDO L DI L TE T, EVRRAET VAL S, FEERBICSHEEL B L,
TLU—IR7 U R —ERXOIEHICL Y, MfENORy NI =7 LA —F v FEOEERE
BEBRIC 72 o 72, BIC o ST EHTIE A oS Z Mo 7= 2 Licke D, 7 74 7 > MIMBA TR > ~
T —J\AFAET DGR DDA X —F > b EOISE LTt~ E B bz >obh b, WEEIXZ
DEDIIRWMAE I LR 2 D ZTADBGIIEAINRI R ENDOMIREFIRT 52 & b TE D03, Bl
FEDRIZFTHT DI T2 B E D TH A D,

VERAEEE S (THFE) %07 LT —27 OEREIZONWT, 2E2.5 57 NEOREF R RFE S—V
JURETIFZEET  2020/04/17 (2021.12.14 ')

https://rc.persol-group.co.jp/news/202004170001.html

U= MDD A NIRRT LU — 2 B¢ NHK 2020411 A 12 B (2021.12.14 %)
https://www3.nhk.or.jp/news/html/20201112/k10012708711000.html

PURT LR (BT E W) OfEE RE {1 (2021.12.14 BE)
http://www.kogures.com/hitoshi/history/shuchu-bunsan/index.html

LT AT AT & HiEE L 201742 H 1TH BBRE F9E IMS:WwWHIKLvxT P88
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® VAX & VMS & ® 737~ 9 Hewlett Packerd Enterprise (2021.12.14 %)
https://h50146.wwwb.hpe.com/products/software/oe/openvms/history/vaxvms20/pdf/vmsbookj.pdf

C Ry bT =7 OREERENRT AT L MBEIRE - REWRE B 17 5% 1 5 2007 42 183 ~ 197 H
https://www.u-bunkyo.ac.jp/center/library/image/ba2007_183-197.PDF

Tarvva—X%E HEE Ky -B-X—F—197742A15H P8l18 tarFa—4il V=
V—at A H—

P OREICR T 2wy MU — 7 BEIF oBm FMAGE (2021.12.14 B%)
https://www.soumu.go.jp/joho_tsusin/policyreports/chousa/yubikitasu_j/pdf/r-wg_040301_2_3.pdf

O KRBT #HIFT IBF 5 645 (d0) 4 7 5 35 Hlik
https://daihanrei.com/l/ﬁﬁﬁi’ﬂﬁ%@ﬁ*ﬂﬁﬁ B 5 64 (o) 475 3% Hk

YI[Taa—7] SREPPHDTEST0IRW2 2 8 aui =T o EFROLER] 12 B
% XTECH 2014.03.24 (2021.12. 14551 %)
https://xtech.nikkei.com/it/pc/article/basic/20131028/1110104/

AV ADKER G DATA (2021.12.14 B'%)
https://www.gdata.co.jp/labs/history

PR O T oW AT = TIE1989EIC T By B —F 4 A TIR® b uiz 2017404 14 A
(2021.12.14 [#%)
https://gigazine.net/news/20170414-world-first-ransomware/

B VAN Bzl T030H2% ikt 198645 H 28 H P.154IDF /38— L XA T — R

Y4 VA DREE G DATA (2021.12.14 &)
https://www.gdata.co.jp/labs/history

B AADarEx—% PCH—/3 F4 L REORES IPSJ Computer Museum
http://museum.ipsj.or.jp/computer/pc/history.html

U SRITERR BB AE A T L= AR O — N —OENR A BB (2021.12.14H55)
https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r01/html/nd111140.html

YA TRy REIX? A =Ry FRT I A T %y b L OEV NTT Communications (2021.12.14 [
)
https://www.ntt.com/business/services/network/internet-connect/ocn-business/bocn/knowledge/
archive_108.html

¥ VBS/LOVELETTER (Z B4 2 652>\ T IPA 20004E 5 H 7H (2021.12.14 H%)
https://www.ipa.go.jp/security/topics/vbs-loveletter.html

VOB Y A LA TW32/Nimda) (ZBI9 2 IPA 20014297190 (2021.12.14 (%)
https://www.ipa.go.jp/security/topics/newvirus/nimda.html

O HREY A LA TW32/Sobig) (CBIT 21 IPA 20034 1H 16 H (2021.12.14 %)
https://www.ipa.go.jp/security/topics/newvirus/sobig.html

PR NVFER A R LT D A N B,——Office 365 11— % —%& &9 KXo TFo TV < H @IT 20174F
10416 A (2021.12.14 }'%)
https://atmarkit.itmedia.co.jp/ait/articles/1710/16/news004.html

2FLU— BRI 2% 2 U7 4 EREHEGRE P18 T LU RE<tNRy hT—7 [HhN
77 AN —3—> 20214E06 A 21 A T VX LT — Y AL (2021.12.14 ')
https://www.daj.jp/company/release/common/data/2021/062101_reference.pdf

» BeyondCorp Enterprise: J 0 Z &7 3 ¥ a—F ¢ > ZHR O F K 202141 H 270 Google
(2021.12.14 H1'&)
https://cloud.google.com/blog/ja/products/identity-security/introducing-beyondcorp-enterprise

** John Kindervag of Forrester Research Discusses “Zero-Trust Architecture” YouTube 2011424 A 8 H
(2021.12.14 %)
https://www.youtube.com/watch?v=0GbqUxBYvyo
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® NIST SP800-207 £ wm b T Ak« 7 —F%7 7 F x| Ofgii & HAER pwe 2020412 H 20 H
(2021.12.14 (%)
https://www.pwc.com/jp/ja/’knowledge/column/awareness-cyber-security/zero-trust-architecture-jp.html

Barvba—HIANA - RET 7 BAOMEEH [2021 4 L8 (1 A~6 A) 1 MNZATEE AL
HHEERERE B2V T o B 2 —
20214F 8 H 23 B 2-4. MaggPEoRE N 2 B S ARIET 7 £ 2 (2021.12.14 FT0)
https://www.ipa.go.jp/files/000093083.pdf

TN A PEBEEMT X2 )T o ~v=27 L IPAISECP.1212 A — h X % v
(2021.12.14 %)
https://www.ipa.go.jp/security/fy12/contents/crack/soho/soho.pdf

BTE LI ENDLBE XD PPAP OBLIK & RFFZICo1 T HENNGE (2021.12.14 %)
https://hennge.com/jp/service/one/white-paper/ppap.html

2 ALK > AT MM & EERRT S ATBMER SN, ROBEROFIREF BND,
TeamViewer 7 7V b @D [MGHEHTE 57 /31 A | [F /34 ZAFGE) 1225V T TeamViewer 20204 12
H24H (2021.12.14[%)
https://community.teamviewer.com/Japanese/kb/articles/13954-teamviewer 7 4 7 >~ @ -5 8 T &
BT A AT AGRFE- 12D T
FIHTE /Y a2 BIMETITHIERT S Google (2021.12.14 /%)
https://support.google.com/accounts/answer/2544838?hl=ja&co=GENIE.Platform%3DDesktop
Device Activation salesforce (2021.12.14[#'%)
https://help.salesforce.com/s/articleView?id=sf.security_overview_identity_verification.htm&type=5
BRI 57 /3 A A % Microsoft 7 #1 7 > MIZiENT % Microsoft (2021.12.14 [#)
https://support.microsoft.com/ja-jp/account-billing/ {E FEH ¥ #» 7 /XA A % -microsoft- 7 /1 7 > MZIBMN
3 % -fe3860c8-bc04-9770-e218-b4fd6b767f4b

TS A WS D EAEICITROBIN S B,

Azure portal il L TF /31 A ID %% # 9 5 Microsoft (2021.12.14 %)
https://docs.microsoft.com/ja-jp/azure/active-directory/devices/device-management-azure-portal
MFA 7 /34 A DR, Amazon (2021.12.14 %)
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_credentials_mfa_disable.html

IBM MaaS360 Mobile Device Management (SaaS) 7 /3 ADF XL —F 4 7 « VAT KK DHT
NA AT 7 var (2021.12.14 %)
https://www.ibm.com/docs/ja/maas360?topic=inventory-device-actions-by-device-operating-system

NEALF vy T AHIBEOME Microsoft 20214E11 A 8 H (2021.12.14 %)
https://docs.microsoft.com/ja-jp/windows-server/identity/solution-guides/dynamic-access-control-
overview

> Mobilelron %t KA > NEEE Mobilelron (2021.12.14 [%%)

https://www.mobileiron.com/sites/default/files/2019-01/Mobilelron-UEM_Datasheet_JA_A4 v2.2.pdf

Workspace ONE #t& T KR A > MEH (UEM) (2021.12.14 %)

https://www.vmware.com/jp/products/workspace-one/unified-endpoint-management.html

* MaaS360 IBM (2021.12.14 %)

https://www.ibm.com/docs/ja/security-verify?topic=integrations-maas360

BlackBerry UEM (2021.12.14 %)

https://www.blackberry.com/ja/jp/products/blackberry-uem

% Internet Engineering Task Force (IETF) Request for Comments: 7616  R. Shekh-Yusef, Ed.
(2021.12.14 %)

HTTP Digest Access Authentication Internet Engineering Task Force (IETF)
https://datatracker.ietf.org/doc/html/rfc7616
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T AT, CPU~DOHHIIDILOALZE 2 HiA]  ASCIT 1999401 H 27 H (2021.12.14 i)
https://ascii.jp/elem/000/000/314/314427/

® Trusted Platform Modules Strengthen User and Platform Authenticity 20054F1H (2021.12.14 %)
https://trustedcomputinggroup.org/resource/trusted-platform-modules-strengthen-user-and-
platform-authenticity/

¥ FIDO Alliance Specifications Overview FIDO Alliance FIDO Alliance (2021.12.14 %)
https://fidoalliance.org/specifications/

O FIDO2 (25 L7z A b ofliZk D@y,

Microsoft Azure

FIDO2 /SA T — R L ZFBFED T 7 7 H— HR— | (2021.12.14[#%)
https://docs.microsoft.com/ja-jp/azure/active-directory/authentication/fido2-compatibility
Yahoo Japan

Yahoo! JAPAN TOAMRGEAEDEL Y filA (FIDO2 W — 3 — D EFLAIZ D T) (2021.12.14 B9%)
https://techblog.yahoo.co.jp/advent-calendar-2018/webauthn/

GitHub

GitHub supports Web Authentication (WebAuthn) for security keys (2021.12.14 [4]%)
https://github.blog/2019-08-21-github-supports-webauthn-for-security-keys/

' FIDO2: Web Authentication (WebAuthn) FIDO Alliance 2020/6/29 (2021.12.14 %)
https:/fidoalliance.org/fido2/fido2-web-authentication-webauthn/

CREEL Bt X 2 VT 4 MEH AT FIDO2XGT /31 A & 13?2 @IT 20194:04 A 23 H (2021.12.14 HI%E)
https://atmarkit.itmedia.co.jp/ait/articles/1904/24/news008.html

** Microsoft Achieves FIDO2 Certification for Windows Hello FIDO Alliance 2019423} 6 H
(2021.12.14 [H'%)
https://fidoalliance.org/microsoft-achieves-fido2-certification-for-windows-hello/

* Now you can sign into your Microsoft Account with your face or a security key—no password needed
PC World 2018411 A 20 H (2021.12.14 %)
https://www.pcworld.com/article/402951/microsoft-account-no-password-sign-in.html

® Windows 11 Oflkk, HfE, =20 B o — 2 —OE 4 RS % Microsoft (2021.12.14[1%)
https://www.microsoft.com/ja-jp/windows/windows-11-specifications

S AM2EITET DA Nl %D < DHBOEREICONT  BEYT 202143 A4 H (2021.12.14 (%)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R02_cyber_jousei.pdf

T HE202LICAAEREF 2 VT 4 OB IPA X2 VT 4 — X2 VT o iR v ¥ o
U7 1 38 70— 20214£10 H (2021.12.14 Bi%)
https://www.ipa.go.jp/files/000093736.pdf

CSIEM ¥ = U7 ¢ AT : ik & R AbfU#HE macnica (2021.12.14 B1'%)
https://www.macnica.co.jp/business/security/manufacturers/exabeam/feature_07.html

UAHRA L MIHBERER, AV ORT -2 RESR S KFE S AN HRXTECH  2012.07.06
(2021.12.14 [#%)
https://xtech.nikkei.com/it/article/ COLUMN/20120617/403227/

V74T v MRl BRE—Y 2 FEME, BIENFZFEMICEET S flEE  ARXTECH
2008.05.15 (2021.12.14 [H%)
https://xtech.nikkei.com/it/article/ COLUMN/20080403/297901/

ERE X 2 U T 0 10 KEE 2021 (2021.12.14 %)
https://www.ipa.go.jp/security/vuln/10threats2021.html

> UEBA & 1% FIREEYE (2021.12.14 %)
https://www.fireeye.jp/products/helix/what-is-ueba.html

* NetWitness® Platform Documentation (Japanese) RSA (2021.12.14 }%)
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https://community.rsa.com/t5/netwitness-platform/nw-netwitness-platform OHEE /ta-p/527497

% FireEye Helix & UEBA (2021.12.14[}%)
https://www.fireeye.jp/content/dam/fireeye-www/regional/ja_JP/products/pdfs/ds-fe-helix-ueba.pdf

¥ RTA TREIEREY AT A TPA (2021.12.14 (%)
https://www.ipa.go.jp/security/it-product/fd-enc

BTN =2TRET A AR DT O T 7 aryTaT y L) N— KT 4 A7 OB - kY A7 O
I TPA BiiAES 2V 7 4B & —
fEWE =V 7 ¢ 8AE=E 20134511 H 12 A (2021.12.14 (%)

Ty AT 7 U RICEL< XTECH J& M 2015457 A 9 H (2021.12.14 5%)
https://xtech.nikkei.com/it/atcl/ned/15/062600028/

BTy TR D BEERIRIEA VT v FORAEICONT LK 2021458 A 4 A
(2021.12.14[%%) https://www.okayama-u.ac.jp/user/hospital/news/detail284.html

 SolarWinds was a cybersecurity wakeup call, says Microsoft’s president Brad Smith cnet 2021 4F 10
H20H (2021.12.14 %)
https://www.cnet.com/tech/services-and-software/microsofts-brad-smith-says-solarwinds-was-a-
cybersecurity-wakeup-call/

O BB T BT AR T T K 2019 KEE  PiETEMHTICR T DR R 2 ) T 0 BHEOLUEITR D
Wl ATEFE 20214511 A 12 A (2021.12.14 %)
https://www.mod.go.jp/atla/research/ats2019/index.html

192021 P h I 2 b FoZ L ALR—} ivanti (2021.12.14 %)
https://www.ivanti.co.jp/lp/security/reports/zero-trust-progress-report

gy —2y MERBHRILA— L (20214 7~9 H) JPCERT/CC 2021410 4 19 A (2021.12.14 %)
https://www.jpcert.or.jp/tsubame/report/report202107-09.html

BT AT 2T WEO A M, 20314E121328 JKM#EIC  ZDNet Japan 2021456 4 11 H  (2021.12.14 %)
https://japan.zdnet.com/article/35172207/
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